In the future tiny devices with microcontrollers and
sensors will be in charge of numerous activities in
our lives. Tracking our energy consumption and CO,

emission,
controllin
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functions. They will form wireless sensor networks to
communicate with one another, moreover their

power consumption will be very low. It is not hard to
predict that our modern society will depend on the

correct operation of these devices, and the security
of the network they are operating.
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| Running real-world example: ZigBee

ZigBee is a standardization for wireless sensor
networks that is promoted by a large consortium of

industry players. ZigBee is a low-rate standard in
terms of:

cost, power consumption, range, and bandwidth.
The mere exception is intended to be in security.
However, it is a challenging task to provide secure
networking in such a low-rate environment.
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Key update strategies and proper determination of
related security parameters still remain as gaps

in the ZigBee standard.

To achieve secure communication, cryptographic
protocols are employed. Limited resources of

devices restrict us to use symmetric encryption
where all devices in the network share a common

key. When a new device joins the network it will
register with the coordinator and store the
cryptographic key in its memory. But what happens

when a device leaves the network? There is a risk
that it still contains the key, and in the worst case

this means that the key is in the hands of a dishonest
person.

The Key Update Paradox
Naturally, we want to ensure that the risk of using a
compromised key in a network is as small as possible
update the key often!
Still, this operation is computationally expensive and

we would not like to perform it too often.
update the key rarely!

How can we balance these two viewpoints?
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Probability of key compromise at a specific time
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The results show us that the Leave-based key update

(Lb) provides a fairly stable risk for especially low
threshold values. Besides we learn that in terms of the

maximum key compromise probability, the two key
update strategies are comparable for (M=9,N=20),

(M=6,N=15), and (roughly) (M=3,N=5).
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The dotted lines represent the Lb key update for different threshold values (i.e. update takes place after in total of N devices left the network). Solid lines
represent the Tb key update for different period values (i.e. update takes place every M months). The experiments shown here are for the Home Automation

Application Profile of ZigBee standard. The parameter values are: R_join=1/7, R leave=1/365, P comp=1/100, Max=20. The time unit is taken as 1 day.
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' Example Advice

The system is modelled as a Continuous Time Markov Chain (CTMC) where the frequencies of the various actions are
exponentially distributed. The model is analysed using the PRISM model checker. The properties are expressed in the Continuous
Stochastic Logic (CSL) and internally PRISM uses a number of stochastic algorithms to compute the analysis results.
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module NETWOERE

The NetWOf'k Size: [0..Ilfax] init Iax; | . .
o _ _ [ Join] slze<llax -> R _join*({llax-51ize) (Slze'=351ze+l);
Network keeps track of joining and leaving devices. [leave] Sizex0 -> B leave¥{1-P coump)*Size: (Size'=Size-1);
: New devices may join Devices may leave network [ Leavel) SizexU > X_LBAVery CORD*I1Ze {9lze =Jize-1).
: [ leawveE] S5izex=0 -> R _leave*3ize: (S1ize'=51ze-1);
: - We may want new - We may remove some endmodule

sensors/services
- Batteries can be drained

:  sensors/services
: - We may rejoin an out

module TRUSTCENTEFR
Comp: bool init false;
C _leave: [0..N] init O;
[ Join] true -> true;
[ leave] C

1.

The Trust Center

Trust Center implements the key update strategies.
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A selection of the PRISM code for the leave-based model.
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1. Choose application scenario:
+ Home Automation.

+ maximum 20 devices.
+ avg. join: 1 dev. per week

+ avg. leave: 1 dev. per year

3. Determine the parameters
satisfying the requirements:

+ key compromise risk: 1%.

2. Define requirements:
R1 prob. that the key is

compromised must be less than
10% at any time

R2 prob. that the key recovery
takes more than 3 months, must
be lower than 99 %.

R3 number of key updates should
be less than 0.07 per day.

RESULT: We can choose either
+ the time-based key update with

threshold of 5 to 6 months, or
+ the leave-based key update with

threshold of 9 to 10 devices.

W Tb (max) | Lb (max)
threshold | threshold

We presented how stochastic model checking can be
used to determine optimal security configurations for

desired application profile, environmental settings
and security requirements. Using this method, one

can strike an acceptable balance between cost and
security, and derive results to be used in real life.
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