
Linux-based Measuring Platform for Time-Based Location Observables in IEEE 802.11 Networks 
Second Joint ERCIM eMobility and MobiSense Workshop, April 2013 

1/14 

I. Martin-Escalona, F. Barcelo-Arroyo, E. Zola 
( SPEAKER: Enrica Zola) 

Joint ERCIM eMobility and MobiSense Workshop, June 2013 

Linux-based Measuring Platform for 
Time-Based Location Observables in 

IEEE 802.11 Networks 



Linux-based Measuring Platform for Time-Based Location Observables in IEEE 802.11 Networks 
Second Joint ERCIM eMobility and MobiSense Workshop, April 2013 

2/14 

O
ut

lin
e 

1. Indoor positioning 
• Introduction 
• Location platform approaches 

2. Goals and requirements 
3. The SoftMAC approach in Linux 
4. The measuring system 
5. Performance assessment 

• Scenario used for collecting data 
• Results 

Presenter
Presentation Notes
During this presentation, I will first give you a brief introduction on the available approaches for indoor positioning. One of the main constraints in indoor positioning is the accuracy of the estimated position. Thus, it is very important to test the proposed approaches in a real environment and assess those results. 
The main goal of this work is to provide a location platform for indoor environments that supports time-based location techniques and that achieves the best performance in terms of accuracy, It has been developed in Linux and aims at supporting all the legacy IEEE 802.11 hardware and at being very flexible to further extensions in the future, as for example supporting new location techniques. 
The core of the location platform is the measuring system, since the accuracy of the measurements directly impacts on the performance of the whole system.
The scenario in which a first experiment has been performed for assessing the feasibility of the measuring system will be presented. Results will be finally shown and future improvements will be highlighted. 
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• Several technologies are currently available 
for indoor positioning in IEEE 802.11 
 Proximity-based 
 Direction of arrival 
 Fingerprinting 
 Range-based 

• Time-of-flight (ToF) techniques 
 Time and time-differences can be used as observables 
 Good trade-off between accuracy and complexity 

Presenter
Presentation Notes
As probably all here we know, indoor positioning is such a challenging topic. It is because techniques used outdoors are not usually suitable indoors and therefore, specific location techniques need to be developed for indoor positioning in IEEE 802.11 networks
These techniques can be classified in four groups:
Proximity-based: Customer’s position according to the location of known network elements at sight  Simple vs. provides poor accuracy
Direction of arrival: Measuring the direction of arrival of signals coming from at least two different landmarks to the node to be located or vice versa, and then triangulate them to fix the position  usually involves MIMO  accurate vs. poor consistency and expensive/complex hardware
Map-matching using fingerprints  Good accuracy and response time  Cost of setting up and maintaining the system (database building)
Range-based  measure the distance between two nodes  Time and RSS can be used  Time is more consistent and provide a good trade-off between accuracy and complexity
Time-of-flight: 
Time (TOA) and time-differences (TDOA)
Good trade-off between accuracy and complexity, but usually it is not supported by communication networks (e.g. IEEE 802.11).
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needs to be verified with real test beds 
• Implementation of location techniques 

• Custom hardware 
• Best results in terms of QoS (e.g. 1m of accuracy) 
• Tight design: difficult to upgrade/enhance  

• Custom software 
• More flexible design at the cost of higher error 
• Is the QoS enough for most of the LBS? 

Presenter
Presentation Notes
Analytical and simulation are good approaches for initial research in positioning. However, it tends to be a noticeable gap between the expected and actual performance of the location systems, especially those addressed to work indoors.
Two approaches are followed for building positioning test beds:
Customizing the hardware, i.e. to build a custom device with specific design. It provides the best results in terms of quality of service, e.g. in terms of accuracy (e.g. 1 meter in Wi-Fi networks is achievable), but its difficult to enhance the features provided by custom devices or supporting new location techniques
Customizing the software, which is the counterpart: it provides a more flexible solution, which can be enhanced and upgraded with additional features, but provides fair QoS. This QoS is usually enough for most of the location based services (LBS), so the best trade-off between capabilities and performance is usually achieved by means of software approaches
Current software approaches tend to use the higher layers of the TCP/IP stack, incurring thus in noticeable errors (e.g. 4 meters or more using the ping application and observing the round trip time between two nodes)
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Providing a location platform aimed at: 
 Providing the best 

performance 
 Supporting legacy 

hardware 
 Portability of the platform 

to several architectures 
 Supporting time-based 

location techniques 
 2-way TOA (RTT) 
 Passive TDOA (TDOA) 

 Flexibility for adding new 
features and techniques 

Presenter
Presentation Notes
The purpose of this research is to provide a location platform aimed at: Supporting time-based location techniques; Achieving the best performance, specially in terms of accuracy; Supporting all the legacy IEEE 802.11 hardware; Being portable to several architectures, i.e. easy to deploy the platform in different hardware architectures (e.g. x86, arm, etc.); Being as flexible as possible, i.e. providing a design that allows enhancing the features of currently supported techniques and adding new techniques.
The platform’s design involves three main areas: 
The user space:
Location based services requesting positions to a location middleware
A ranging model that turns time-based measurements into distance-based measurements
Positioning Calculation Function computing the position of the user according to the distance-based measurements
The kernel space:
The measuring system is in charge of measuring the metric required by the location technique
The location manager is the responsible for selecting the hardware and running the procedure necessary to collect the location data
The network space: Includes the nodes involved in the location process.
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• Measurements taken in the MAC layer of 
the Linux IEEE 802.11 stack 
o Observing in the WNIC driver 

 Changes in the WNIC driver for observing the ToF 
 Specific changes for each driver 
 Best results 

o The SoftMAC approach (Linux / FreeBSD) 
 Common to all drivers 
 More software layers are crossed 

 

Presenter
Presentation Notes
The core of the location platform is the measuring system, since the accuracy of the measurements directly impacts on the perform. of the whole system.
This paper proposes an implementation of the measuring system in Linux. Three approaches could be followed:
Using timestamps taken in the application layer. This approach is the easiest but provides poor results in terms of accuracy. Hence, we discarded.
Observing time-measurements in the driver managing the Wireless Network Interface Card (WNIC). This approach consists in changing the driver’s performance to add timestamps to the traveling frames so that the time-based metrics can be computed later on. It potentially provides the most accurate measurements (taken in layers over the Layer 1 of the OSI reference model). However, it requires a specific code for each driver, which makes hard the development and maintenance tasks, generating inconsistent performance depending on the driver finally used. Therefore, we also chose discarding this approach.
The IEEE 802.11 protocol stack provides a common MAC sub layer that concentrates those methods common to all IEEE 802.11 drivers: The SoftMAC approach. This layer seems to be a good candidate to include the positioning features of the measuring system. However, the feasibility of the solution needs to be assessed, since crossing more layers involve more noisy measurements. 
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 SoftMac in Linux: mac802.11 framework 

 mac80211: Common MAC 
operations 

 SoftMAC drivers: 
Specific MAC operations 

 cfg80211: WNIC 
configuration (succeeds 
wireless extensions) 
 

Presenter
Presentation Notes
There are two main implementations of the SoftMAC architecture in Linux: net80211 and mac80211. Net80211 is a partial port of the FreeBSD SoftMAC implementation, which only supports the hardware made by Atheros. Net80211 is bundled together with the madwifi driver, which actually supports the hardware operations of the cards including the Atheros chipsets. Focusing the SoftMAC solution in one single manufacturer hardware was perceived as a drawback by the Linux community.
The net80211 framework was succeeded by the mac80211, which is the framework finally included in the main branch of the Linux kernel for the SoftMAC implementation. This slide shows the main blocks in which the mac80211 framework consist of: the cfg80211 and mac80211 modules. The first one is in charge of managing the network cards parameters (e.g. setting the BSSID), while the mac80211 module represents the core of the SoftMAC implementation, i.e. implement most of the MAC functionalities common to all the SoftMAC device drivers. The nl80211 and the cfg80211_ops interfaces were introduced for exchanging data between user’s applications and the SoftMAC modules (i.e. cfg80211 and mac80211). Wireless extensions (i.e. known as wext) are still maintained for backward compatibility, but it is expected to be removed in a near future.
Our solution enhances the code mac80211 to provide location observables. 
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Presenter
Presentation Notes
The platform has been implemented in Linux. The mac80211 framework has been updated to support the measurement of location metrics. The rest of the stack remains the same, so regular performance of the legacy drivers are not modified at all
The platform has been designed with modularization in mind
Each metric measured is implemented by means of a plugin
All the plugins implements an interface called softmac_ops that defines the minimum operations that any plugin should support
Currently, two plugins have been implemented that compute the round-trip-time between a node and an access point. These RTTs will fed 2-way TOA positioning algorithms.
The softmac layer of the Linux Kernel sources have been patched. Specifically, 17 lines are included in 3 files of the mac80211 framework (i.e. minimizing the impact of the changes in the kernel sources)
A new module has been created to interact with the platform (i.e. access to the location data)
The platform only changes the regular performance of the mac80211 framework when there is a running measurement process. Otherwise, mac80211 operation remains as the platform haven’t been deployed. 

A new module is included in the SoftMAC architecture so that the location measurements can be accessed from user applications. This new module creates a virtual character device which is used to send commands to the measuring system and collect the data from it. All the plugins must again implement an interface, called pos80211_ops, which defines the operations that they must support in order to exchange data with the pos80211 module and consequently with user applications. 
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The round trip time 
plugin 

Presenter
Presentation Notes
ENRIIII  A good approach for this and the next slide would be to explain first the technique (the sequence diagrams in which the devices and the Aps exchange data) and then explain what happens in the measuring system in each event (Tx and Rx of the exchanged frames).

This slide shows the procedure followed in the IEEE 802.11 network to measure the RTT. A data frame is sent from the node to be located to the access point, which sends back the corresponding acknowledgment (ACK). The RTT is computed as the time from the data frame is sent until the ACK is received. This RTT is computed using the timestamps added to the transmitted and received frames. These timestamps can be calculated either in nanoseconds or in amount of CPU cycles. 

We filter away management frames, only, but since we only consider frames for which an ACK is awaited, in reality we just “use” data frames.
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The passive TDOA plugin 

Presenter
Presentation Notes
The procedure followed to compute passive TDOAs is similar to the one described for the RTTs. The main difference is that two different received frames are handled for computing a single passive TDOA, one for the data transmitted by the active node to the access point and the other one for the ACK sent back by the access point to the active node. 

Incoming data frame from active node should have the DS flag active (meaning that the frame is going to be handled by the AP).
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 First results: focused on probing the concept 

Assessed scenario: 
 Concrete walls 
 LOS between nodes 
 Dedicated network 
 Passive and active 

STAs separated 0.5 m 
 Limited interference 
 Static conditions 

 Experiment: 
 10 x 10.000 pings from the active STA to the AP 
 No ping overlapping 

Presenter
Presentation Notes
A simple experiment has been proposed for assessing the feasibility of the measuring system. Two laptops have been set together in a square shaped area. An IEEE 802.11g access point is placed d meters far away from these two laptops. Distances d from 1 meter to 10 meters in steps of 1.5 meters are evaluated. 10000 pings are sent from one laptop to the access point and this procedure is repeated 10 times for the same distance d, yielding to 10x10000 pings. Pings do not overlap one to each other. Laptops are dedicated to positioning only. Few IEEE 802.11 networks are at sight, so slightly interference is expected. 
Passive TDOA in such disposition makes that passive TDOAs measured are equivalent to the RTT. Thus, both the collected passive TDOAs and RTTs  can be compared in terms of accuracy.

Stress this idea: FIRST RESULTS -> Currently we are exploring the consistency of the collected location data.
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The round trip time plugin 

a) Raw    b) With Gaussian FILTER 

Presenter
Presentation Notes
In the left we can see the average of the raw observed RTT (in cycles) along with the actual distance (confidence interval at 95%). On the rigth side, a Gaussian filter removing the 5% of the samples is used.
First experiments show that:
RTT increases along with the actual distance
The consistency of the data reveals that an aggressive filtering stage needs to be included in the design

1 CPU cycle = 0.4 ns [CPU frequency is 1.25 GHz]
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a) Raw    b) With Gaussian FILTER 

Presenter
Presentation Notes
In the left we can see the raw observed TDOA (in cycles) along with the actual distance. On the right side, a Gaussian filter removing the 5% of the samples is used.
Since both laptops are one close to the other, estimating passive TDOAs is equivalent to estimating RTTs.  Both metrics are comparable in this case.
First experiments show that:
TDOAs also increases along with the actual distance.
In relative terms, the error associated with the estimation is comparable with the achieved in the case of the RTT. However, the absolute values are one order of magnitude below those reported for the case of the RTT plugin. This is due to the fact that received events are attended in first place and impacted thus by less random latencies. 
In the case of filtering the results, the variability (and thus the error) of the measurements is reduced another order of magnitude, which yields to measurements at different distances to be closer one to each other.
Again, the consistency of the data reveals that an aggressive filtering stage needs to be included in the design
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Further 
questions? 

Presenter
Presentation Notes
More details
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